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State Privacy Officer Responsibilities

Analyze and report on government privacy practices

e Provide educational and training materials
Identify privacy practices that pose the greatest risk to individual privacy and
prioritize those privacy practices for review

e Respond torequests from individuals to review a designated government
entity’s privacy practice

e Make privacy recommendations to the State Legislature



Vision
Provide legal, practical, and ethical solutions to designated

governmental entities to protect citizen privacy and increase public

trust.

*Technology isn’t going to solve this. Coaching is critical.



262,860 employees
1,147 designated government entities:
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Local and Special Service District
Local Education Agency

City

Town and townships
Redevelopment Agency/Project Area
State of Utah (depts/comp units/etc.)
Interlocal

Conservation District

County

Housing

Institution of Higher Education
Misc.

391
152
146
108
89
67
62
38
29
19
18
28



My Plan

Measure Baseline Build Relationships  Deliver Resources



Privacy Maturity Survey

e All Local Education Agencies, 153

All Counties, 29

e All other designated government entities with 50 or
more employees, 168

*53% response rate
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Average Score by Privacy Topic

Infrastructure and Systems Management
Policy Documentation

Privacy Awareness and Training

Risk Assessment

Clients and Partner Contracts

Privacy Incident Management

Privacy Function

Privacy Personnel

Privacy Budget




Top 10

8 Local Education
Agencies (LEAS)

2 Behavioral
Health Facilities

Bottom 10
4 Counties

6 Cities




63G-2-108: Record’s Officer annual certification requirement:

Percent Certified

\
& o) O

90%
80%
70%
60%
50%
40%
30%
20%
10%

0%




Next Steps

Spring 2022
Measure privacy maturing of medium and small designated government entities
Develop training materials

Summer 2022
Train large designated government entities
Hire additional privacy FTE

Fall 2022
Legislative Report
Host the Utah Privacy Conference for specific designated government entities



